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SUBJECT* Report on OPC and OSO, Combined, Area Top 
Secret Control Office. 


1. PROBLEM i Review of operating methods of the Combined Area 
Top Secret Control Office, OPC a nd CSO, for the purpose of insuring 
compliance with basic Agency regulations and establishing uniform 
operating methods throughout CIA. 

2. INCLUSIVE SDRVET DATES * 7-11 April 1952 

a. 


b. 


Ot 

readjustment of titles and duties of Area TSCO personnel in the 
merger of OPC and CSO control areas. 

3. FACTS BEARING Oh THE PROBLEM* Physical merger of the OPC and 
060 Area fop" 'Secret ' Control Offices was effectuated on 3 April 1952. 

The separate systems of control have continued to operate through 
11 April 1952, while a jointly proposed control system for OPC and OSO 
has been under consideration. The examiner has been advised that the 
jointly developed system has been approved and will become effective on 
Ut April 1952. 

The examiner has reviewed the OPC and OSO control systems 
currently in operation, and has discussed with both Areas the combined 
system due to go into effect. The findings of this report will be 
based on the assumption that the proposed new system will go into effect 
as anticipated and recommendations will be based on that assumption. 

The operating methods discussed below are used by both OPC and OSO 
unless otherwise stated. 



OPC Area Top Secret Control Gfficert 
OPC Deputy Top Secret Control Officer* 

OPC Alternate Top Secret Control Officer* 

jk IX other personnel in the Area TSCO are site m a 
but the above are the supervisory personnel. 

OSO Area Top Secret Control Officer* 

OSO Deputy Top Secret Control Officer* 

CSO Alternate Top Secret Control Officers 
All other personnel in the Area TSCO are alternates but 
the above are the supervisory personnel. 
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At this writing announcement has not been made as to a 
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i« Obvious Departure from the Basic Agency System ; 

(1) A permanent charge -out card will be used in lieu of the 
standard CIA log fora. A card will be prepared for each copy of a Top 
Secret document except in cases when all copies of the document are 

directed to one recipient. Each card lists (a) IS number, (b) Copy * 

of Pages, (c) Attachments, <d) routing, (e) space for signature 

of recipient, {f} date and time received. For internal distribution, 
this card will be hand-carried with the document by an Area TSC0 
courier to the recipient and signature obtained immediately. While 
the card is out of file, its place will be marked by a stop-card to 
flag its absence. The card will be supplemented by a document receipt 
when a document moves outside the Area. The cards will be filed 
numerically. 

(2) An abstract file slip la prepared in triplicate by an analyst 
listing (a) source, (b) date of document, (c) TS number, (d) material 
(memo, report, etc.), {#) from, (f) To, (g) Subject, (h) copies, <i) 
pages, (j) attachments, (k) enclosures, (1) document number. One copy 
is filed with the numerical charge-out cards described above, and one 
copy is filed by subject (case number) in the Secret files in the main 
file room. OPC files one copy by source in its Secret files, and QSQ 
files one copy by source in its numbering Unit. 

(3) 000 analysts prepare a Referral Slip listing the source, subject, 
IS number, which is filed by subject (case number) in the Secret files 

to flag that a TS- document on this subject is in the files. 


(U) 000 prepares a card for each personality listed in any TS 

document and files these cards alphabetically with cross-reference to 
TS number, case number, and field office symbol. 

{$) OPC has been using a special cover sheet for internal distri- 
bution since the standard eover sheet was considered inadequate due 
to lack of space for remarks. These special sheets were on occasion 
inadvertently left on documents leaving the Area and/or the standard 
Cover sheet was incomplete as to internal movement within OPC. Th® 

Central TS Control Officer devised a revised standard cover sheet which 
has been approved by OPC who have agreed to discontinue use of the 
special cover sheet as soon as the revised standard form is made available. 

(6) 0S0 has designated assistants in approximately Hi control 

points for internal control of documents. OPC has designated certain 
personnel to receive and control documents in approximately 25 control 
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points for internal distribution* However, these QPC personnel are not 
desig nated "Assistant TSCG? because of the wording of CIA Regulation 

which lilies that Assistants can receive and disseminate documents 
anywhere within CIA, thus endangering the Area control system. 

(7) Document files are in theory centralized* except that individual 
offices are permitted to maintain files on projects While active. In 
m an y instances, however, these offices continue to hold files on inactive 
or completed projects* 

(8) Certain material requiring special clearances for personnel 
handling are delivered direct to one designated official and his 
secretary. The standard charge-out card and abstract slip are prepared 
and forwarded to the Area fSCO to complete the records* 

b. Security Hazards ! 

(1) In general, security controls are rigidly exercised in OPC and 
€60. One weakness, however, is the absence of a log to the Central Top 
Secret Control Office. Thus, there is no systematic follow-up at one 
central point on items transmitted to or from OPC or 050 end other CIA 
Areas. The danger is lessened considerably, of course, by follow-up on 
receipts for documents, but OPC and 0S0 lack the double assurance enjoyed 
by other Areas which are assisted by Central TSCQ follow-up. 

(2) Hand-cany Ing of documents by officials without recourse to 
Area channels is a security hazard for GFC and 0S0 in common with other 
GIA Areas. It is probably a more acute problem in C60 because the 
nature of the operation tends toward extreme secrecy even within the 
Area. 

(3) A security problem that is especially acute in €60 is the 
return of documents to the Area when an individual departs for the 
field. In most cases these individuals circulate through various 
offices and training programs during departmental tenure and it is 
extremely difficult to centralize at one point a list of all classified 
items which have been issued to him. 

(h) OPC took an inventory in January 1951 of 50,000 TE documents 
from the inception of CIA to that date. Of the 1,015 items not located, 
75 per cent were prior to About 900 of the 1,015 items remain 

unaccounted for at present* CSO has never taken an inventory of its 
files which also include CSS files. About 200,000 items would be 
included in an inventory* 
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o. OniQue Problems t 

<1) GPC end 0S0 Are* Office has the unique problem of handling 
extremely secret items which must remain entirely confidential to 
OPC and 060, This need for extreme security limits the amount of 
information to appear on any control records, limits the number of 
person® to handle such items, limits the amount of control assistance 
that can be rendered by central control offices, and necessitates 
delivery of material from outside agencies direct to the Area, 

(2) Certain materials are eo sensitive that only two persons in OPC 
(not in the Area TSCG} can receive them. Thus, the Area Office must depend 
on the above individuals to furnish such control records as are maintained. 

d. general Problems i 

(1) Over-classification is such an acute problem that OPC approxi- 
mately three months ago, designated the Area TSCG to review documents 
bearing a TS classification and submit a bi-weekly report to the AD/PC 
on obvious over-classifications. In almost all eases down-grading has 
resulted. 
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iw COSCLOSlONS t 

Personnel of both OPC and 050 were cooperative and courteous in assisting 
the examiner to review the control systems. Due to the fact that merger of 
the two systems was taking place at the time of review, it was difficult to 
obtain a valid picture of the operations as they now exist and as they will 
emerge. It is suggested that a member of the CIA Top Secret Control Office 
should visit this operation briefly about May 1 $ to verify this examiner’s 
findings and lend ary assistance needed at that time. 

Personnel of the merged control offices are alert and well-trained, and 
the examiner believes that the merger has created no major problems of 
cooperation and morale. 



The control system is considered excellent for any Area having a consid- 
erable volume of TS material to be controlled and disseminated internally, 
but would not be justified for a small operation. The combined GPC-0S0 
Area processes an estimated 1*00 documents per week (this figure does not in- 
clude the number of copies of each document processed) . Area personnel 
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believe that this volume could be reduced 
eye tee controlling overclassification. 


to a great extent ty a sound 


" 8rg fr of th0 0K; ‘ ®° lre * OKicos bm b.sn co= S l.t«d, th. 
? het * ttivl “ s of personnel can be effected, pirtlculsrly 
Sntwf syrt«? n>1 WiU be oonelderebly streeallnea ly the nv V 
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abol *?*!?”*« S ip B!9ntion8d in 3.«.(3 )p above, should be 

r " fiiing ° f ?0P £ecrffit bmt material has been 


25X1 A 

25X1 A 



SCS W52 Are *- ™* 18 r “ rther 

^ 0ntr ^ Xs * B ^ ld 150 tiehUned t0 iooure that inactive and/or 
safekeipingT°' 6Ct retuniod 4116 Area central files for 


, . , A *®ekly log should be sent to Central Top Secret Control 
listing all document which move into or out of OPC or QSO from other 

Th8Sfe do ^f nte b « listed on the log of the Area 

SSSiJS** r reo ;^ Tln S, and Mill be, therefore, the subject of an 
Incomplete transaction on the records of CTSC. 

. f’ As ”5“*^ documents which move directly into OPC or 050 from 

baliiJL^he^nLtS ^ ° n ^ d i* 8eain * t85i Internally , the examiner 
believes the special arrangement now existent to be satisfactory It 

does, however, ©aphasia© the necessity for periodic inventory *of 

documents within CPC and 060. Since a complete SvenSjTo Yl£ 

Igrftirsi \7° aB * hl t ° f f cco ®Piie h »®Bt, it is recommended that 
° b S^ COnduCt M ir)Vervtor ? immediately of all documents 
flm 1 Januuy 1$$8, *»* eonduet inventories at quarterly intervals 
reafter. The examiner believes that the nature of 01*0 and 0S0 

“tP iaperaUve for th « ae Offices to conduct 
frequent inventories than any other Areas visited to date. 
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g. The success in OPC of objective review of documents which 
Appear to be overclassified appears to support the examiner’s 
recommendation in e previous report that qualified persons review 
*11 IS and Secret documents to determine the validity of the classi- 
fication. OPC’s review is limited to obvious cases only and is 
performed by a person who has not been specifically trained to judge 
classifications. Therefore, if review is systematic and performed by 
folly trained personnel, it should reduce the number of Top Secret 
documents materially - the examiner considers $0 per cent a conservative 
estimate. 

h. It Is Suggested that Area Offices located in Buildings I, J , K, 

I», Qtrs. lye, should be advised that they may m ake ug$25X 1A9a 

of OPC’ s perioaS^aestructfon trips to Suldling by calling mm 
OPC Area TSC0 to make arrangements. 

i. It is suggested that a representative of the CIA 1BCQ should 
visit the OPC-OSO Area in approximately one month to review the merger 
control system and lend any assistance required. 


CONCURRENCES* 
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CIA fop Secret Control Officer 


25X1 A9a 


■ W. L'. Peel 

Chief, Organization and Methods Service 
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